COMMONWEALTH OF MASSACHUSETTS

SUFFOLK,ss. SUPERIOR COURT
CIVIL ACTION NO.
: )
COMMONWEALTH OF MASSACHUSETTS, )
)
Plaintiff, )
)
v, ) N
) - o e
CREDITCOIN.CC, ) o B Ch
) 2y T E2
m'T.:. E f')";':
Defendant. ) Q=&
) o = Wi
i o LT
— pes)
he, = o
COMPLAINT R ==
5 RT3
1.

The Commonwealth, by and through its Attorney General, Andrea Campbell,
brings this enforcement action in the public interest against CreditCoin.CC (“CreditCoin™)

pursuant to the Massachusetts Consumer Protection Act, G.L. ¢. 93A, § 4.

PARTIES
2.

The Plaintiff is the Commonwealth of Massachusetts (the “Commonwealth”),

represented by the Attorney General with an address at One Ashburton Place, 18 Floor, Boston,
Massachusetts 02108.

3.

Defendant CreditCoin is a company hosted at htpps:/CreditCoin.cc.! CreditCoin

purports to be a public blockchain where borrowers can “secure transactions, loans, and their

I The domain for its mobile version is www.mobile.creditcoin.cc.
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objective credit history on a groundbreaking immutable ledger with the CreditCoin token.”
Through its representatives, CreditCoin claims it is incorporated in Cocos Islands.

JURISDICTION AND VENUE

4. The Attorney General is authorized to bring this action pursuant to G.L. c. 934, §
4. The Attorney General has an interest in preventing unfair or deceptive acts or practices in

order to promote the economic well-being of those who live and transact business in

Massachusetts,

5. This court has jurisdiction over the subject matter of this action pursuant to G.L.
c. 93A, § 4.

6. This court has personal jurisdiction over Defendants, pursuant to G.L. c. 223A, §§

3(a) and 3(c). Pursuant to G.L. c. 93A, § 4, venue is proper in Suffolk County.

STATEMENT OF FACTS

7. Since at least March, 2023, CreditCoin has been representing itself as a “public
blockchain,” offering a “utility token,” also called CreditCoin or CTC (hereinafter “CTC”),
through an upcoming initial coin offering (“ICO™). In reality, CTC is a fictional cryptocurrency
and all representations made about an upcoming ICO are untrue.

8. CreditCofn chose its name to resemble another company called CreditCoin.org

(“Real CreditCoin™).2 Real CreditCoin is a legitimate blockchain network and cryptocurrency.

CreditCoin’s website provides links to Real CreditCoin’s white paper and YouTube video,

tricking potential victims into believing in CreditCoin’s legitimacy.

2 CREDITCOIN (last visited August 7, 2023) hitps://CreditCoin.org,
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Token name: Creditcoin

abbreviatlon: CTC
webslte: https;//wwyi.creditcoin.ce

vldeo: hitps:/fwww.youtube, com/watch?
v=UGD43afypLM

white paper:
https:f/docsend. com/sviewf2zwzxde

Service mallbox; Credit.Serve@outiook.com

Ctedlteoln Is a public blackehaln that creates a
credit lending infrastructure allowing fintech
lenders and microfinance providers greater
access to capital while berrowers secure
transactlons, loans and their objeclive credit
history on a groundbreaking iImmutable ledger
with the Credlicotn token,

The Creditcoin blockchain Is based on the
Hyperledger Sawtooth architecture, and |s
designed 1o mateh and record loan {ransactions,
creating an auditable and rellable source of
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9. CreditCoin’s operations are not linked to Cocos Islands. Instead, CreditCoin is
linked to China, out of where a cryptocurrency wallet used in CreditCoin’s scheme is operated.

10.  CreditCoin’s web address is https://CreditCoin.cc and it is hosted by Gname.com

Pte. Ltd., a domain host broker based in Singapore. Creditcoin.cc’s website was created on
January 26, 2023. The IP address for creditcoin.cc is 204.188.244.194.,

11.  CreditCoin’s scheme is implemented by .its representatives who solicit victims
nationwide, including in the Commonwealth, using various manipulative techniques. The
Commonwealth has identified several victims and has confirmed that at least two victims are

from Massachusetts.



12. CreditCoin representatives contact potential investors through social networking
sites to initiate a personal interaction. CreditCoin specifically targets U.S. residents.

3. For example, a CreditCoin representative® approached one Massachusetts
consumer through TikTok* and initiated a personal relationship with him. During his
communications with CreditCoin’s representative, this Massachusetts victim disclosed that he
resides in Massachusetts.

14.  The representatives then transfer their communications with victims to Telegram,?
a messaging application. Telegram is where the victims are persuaded to invest in
cryptocurrency.

15.  Upon moving the conversation to Telegram, CreditCoin representatives use
manipulative techniques to instill a sense of security in the victims, such as engaging in personal
conversations and discussing plans to visit the victims. Once trust is established, the CreditCoin
representatives introduce the idea of cryptocurrency investments, such as investing in CTC 1CO.

16.  The CreditCoin representatives convince victims to purchase CTC as part of an
ICO presale opportunity.® The CreditCoin representatives share an invitation link to the ICO
presale event and tell the victims that they are also investing in CTC to encourage the victims to

invest.

3 The representative used the name “Akiko Herrera.”

4 TIKTOK, https://www.tiktok.com (Last visited August 9, 2023).

5 TELEGRAM, htips://telegram org (Last visited August 7, 2023).

5 A ICO pre-sale is token sale event that takes place before an ICO is made available to the general public to
participate. The tokens offered through an ICO pre-sale are generally sold at a lower price than tokens sold during
an ICO.
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Te have a nice evening, per your suggestion,
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Haha, how's your test result? "
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opirion about when CreditCoin will hit the
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understand it, you can try it for a few hundred
dallars |
How do | know which sile is the official one?
B39 PM-

| can share it with you, because it is currently
not public, only shared PRV

You can try to register your own aceount

-

(& Message

940000000 -
&« Y. Akiko&}- L

LS Rl e P

OK 840 PM &

https;{fwwwi.credilcoin.cof# freg’stericode=
n21gke 3

It's out of the Cocos Islands? Strange, but OK:
242 PM v

If you encounter problems, you can tell me,
but | suggest you 1o understand it first, do not
rush 1o buy. If you don't even know what you're
investing in, it doesn't make any sense ..,y

You need to copy the link and open it in your
browser . g

Russ Adama
Is out of the Cocos Islands? Strange, but OK,
yes o

Of course it's ok, it's brought me 30% profit
now, and I'm thinking of increasing my own
bankroll as well s

The value per coin that | looked up last night -

I think it was like $0.54/coin must have been

in whatever currency they use in the Cocos,
because {t's only a1 like.$0.09 {US) right now.
Even cheaper than | thought. Lol BAB PM

I'm yoing to watch the video g9 pu 2

" Well, 'm going to watch the video whenever
. ry 4lb kitten stops bullying.my S5Ib dog! * *
e, ~
o HF £;50 PM "
PR~
o 8

17.  In order to purchase CreditCoin, victims need to use a eryptocurrency exchange to
convert the amount of U.S. dollars that they want to in\-rest into Bitcoin (“BTC”). Then, the
victims send that exact Bitcoin value to a wallet provided by CreditCoin.

18.  For example, one Massachusetts victim used Cash App,’ a cryptocurrency

exchange, to purchase .047 BTC with approximately $1,350 USD. He then sent that BTC to a

wallet address provided by CreditCoin on March 24, 2023, as his initial investment.

7 CASHAPP, htips://cash.app/ (Last visited August 9,2023).
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[4 exchange record

Bitcoin BTC Exchange Fri Mar 24 2023 23:13:22
Booghit § 3701072 35 GMT-0400 (Eastern Daylight
Ttme)

Exchange price Cash Out
quantity 0.712538 Quantity
@ 0,047 BTC 1819.74250288

Cic
Bought Bitcoin

All loaded
Order Type Market Order:
BTC Purchase Price $28,266.68
Bitcoln Amount: 0.04704092 BTG

Total Purchase: $1.329,70
Amount

Fees $20.30
Tolal $1,350.00

Web Receipt

Cash App Support

Close

O

19. In order to establish a guise of legitimacy, CreditCoin creates hurdles to investing,
such as requiring victims to notify CreditCoin of the exact amount of Bitcoin that was being sent
to the wallet. If there is even a minor discrepancy, the transaction will fail. These challenges
helped convince victims that CreditCoin was not a scam.

20.  Once the original investment is made, the CreditCoin website reflects the victims’
balance growing. CreditCoin representatives communicate with victims about their own
earnings. The representatives indicate that they are going to continue to invest and encourage
victims to do the same. The growth of CTC’s value is represented in a growth chart displayed on

the home page of the victims’ account with CreditCoin:
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21.  For example, the Massachusetts consumer that purchased CTC on March 24,
2023, could see his balance growing on the CreditCoin website. He was encouraged by the
representative to continue investing. Over the next two months, this consumer made six more
transactions through Cash App and Kraken,® another cryptocurrency exchange like Cash App,

transferring a total of . 144 BTC, worth approximately $13,500 USD, to the wallet address

8 KRAKEN, https://www.kraken.com/ Last visited August 9, 2023).
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provided by CreditCoin. The CreditCoin website reflected that his account balance, with
earnings on his investments, grew to approximately $47,000 USD by May 10, 2023.

22. The Massachusetts victims transferred the following amounts to the CreditCoin.cc
BTC address,16eUcAtwdCTpyXthQ9Mwa3ix9d4PdCXBm4, with a total investment of $13,500

USD.

March 25, 2023 — 0.047 BTC ($1,292 USD) (the initial investment)
April 1, 2023 —0.0455 BTC ($1,296 USD)

April 9, 2023 - 0.07128305 BTC (82,006 USD)

April 11, 2023 —0.0512 BTC ($1,545 USD)

May 10, 2023 — 0.07281613 BTC ($2,019 USD)

May 11,2023 — 0.17038 BTC ($4,683 USD)

May 12, 2023 — 0.02528893 BTC ($667 USD)

May 16, 2023 - 0.17725 BTC (84,794 USD) (the withdrawal fee)

B0e D on o

By May 11, 2023, CreditCoin’s website showed that his overall investment in CTC was worth

$54,270 USD.

23. At some point, CreditCoin representatives tell the victims that the ICO will
happen shortly. They create urgency by saying that if the victims don’t liquidate their CreditCoin
account by the ICO date, it will substantially lose value after an initial hike in price.

24.  To liquidate their account, the victims are required to send a request to CreditCoin
via Telegram. CreditCoin responds via Telegram with a confirmation number. The victims are
then instructed to send the confirmation number, and a fee in a form of a “security deposit,”
“margins,” and “taxes” totaling a large percentage of their account balance, to CreditCoin in

order to liquidate.”

% For the Massachusetts consumer, this percentage was 10% of his account balance. However, an Arizona consumer
reports being required to pay an initial withdrawal fee 15% ofthe accountbalance and then an additional 25-35% of
the account balance to supposedly cover taxes.



25.  The Massachusetts consumer who invested roughly $13,500 USD in CTC had an
account balance of approximately $50,000 USD, reflecting the account’s purported growth. He

was required to send an additional $4,794 USD along with the confirmation code through

Kraken!? in order to liquidate his account.
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1 just received my email saying that | can
withdraw my funds. Why did nabody teil me
over the past 5 days that there would be an
additional paymen required? Also, capital
gains taxes should be withheld from the
profits, not paid by the investor before she
can access her money. What the hell Is going

on? 12Z36AM

Dear CTC customers, it is everyone’s duity

to pay taxes, | think it s necessary. Since

the account is owned by you, we are not
obfigated to deduct any client’s principal and
profits, which is against the law. Therefore,

we can only deduct the 1a% through the way of
customer recharge, and then you can get the
principal back PP

There are no capital gains taxes in the'United
Stales up to'the first $250k. 1120 AM

The income it's my responsibility to declare
and pay on April 18th. Not your responsibility.
1:21 AM o

Russ Adiims:

“There are no capital gains taxes in the United Stat...
Dear CTC customer, | think in the US if you
make money in cryptocurrency, you need to
pay tax. You can Google it R
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Since you have BTC and USDT in your
account, | suggest you clear All BTC, just click
All and keep 4000 USDT . w“

You need 10 do this twice, once to withdraw
all the BTCS and the second time to withdraw
your USDT, but keep 4000 - a

Well it's not USOT*ERC20 because thal value
is 0. it's also not in usdt*omnl Because that
value is 0. 10:0d PM
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it correctly please? 10:08 P 2

The money has-not hit my withdrawal aceount

yet. Please belp. I'm running out of tiime here,
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submitted the withdrawal order, your funds
will arrive in the account within 24 hours, you
need to wait patiently 1 gt
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26.  The victims are told by CreditCoin that their Hqui&ated account balance will be
transferred to a separate cryptocurrency exchange, where the victims will be able to access the
funds, within 24 hours.

27. The Massachusetts consumer was told that he should anticipate his funds-

appearing in his Kraken account within 24 hours. After 24 hours, he had not received his funds.

10 Kraken is a cryptocurrency exchange hosted at www.kraken.com.
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He reached out to Kraken Support, CreditCoin Support,!! and the CreditCoin representative, all
.of whom were unable to help him access his funds. At this point, he realized tilat the ICO was
frandulent.

28.  Using blockchain analytics tools, the Commonwealth traced the victims’ funds,
via several transactions, to a single wallet hosted by Binance.com (“Binance™).'? This wallet has
the address: K3XxZ2M2W489JeFe6LAg6WipVoYpsWWwN.

29.  This wallet is under the name Wang Tingting, who is a resident of China.

30.  This wallet currently has a balance of $281,352 USD.

31.  Binance’s terms and conditions state that Binance has the right to: (1) suspend,
freeze or lock assets held in its customers’ Binance accounts if the account is subject to a
governmental proceeding, criminal investigation or other pending litigation, and (2) turn the
assets over to governmental authorities in the event of Binance accounts’ suspension/closure
arising from fraud investigations, investigations of violation of law, or violation of Binance’s
terms,!3

CAUSES OF ACTION

COUNT ONE

Violations of G.L. c. 93A,§ 2
32.  The Commonwealth repeats and realleges the foregoing paragraphs of the

Complaint and incorporates them herein by reference.

1 CreditCoin communicated with consumers through the emajl address: Credjt.serve@outlook.com and the
Telegram account; CreditCoinll.

12 Binance is a full-service cryptocurrency exchange that offers services to account holders that

involve facilitating the purchase, sale and transfer of a variety of digita ] currencies

13 Binance Terms of Use, https./www binance.com/en/terms, IV (Last visited August 7, 2023).
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33.  Defendant is a person that have been acting in trade or commerce in the
Commonwealth of Massachusetts.

34.  Defendant concocted the scheme set forth in this complaint which defrauds
inexperienced investors in Massachusetts of their money and cryptocurrency constituting a
deceptive act or practice under G.L. ¢. 93A, § 2.

35.  Defendant’s actions cause or continue to cause foreseeable harm to investors in
Massachusetts by fraudulently taking their money.

NATURE OF THE PROCEEDING AND RELIEF SOUGHT

36.  The Commonwealth brings this action pursuant to the authority conferred upon it
by G.L. c. 93A, § 2.

37.  The Commonwealth seeks, as immediate relief: (1) a temporary restraining order
and a preliminary injunction against the Defendant prohibiting them from future violati;ms of
G.L. c. 93A, § 2 and prohibiting CreditCoin from participating in any offerings of unregistered
securities; (2) an order (a) freezing the Defendant’s assents; (b) prohibiting Defendant from
destroying or altering documents; and (c) requiring Defendant to return to the registry of the
Court any assets they have moved from the U.S.-based accounts outside of the United States; and
(3) the award of compensatory damages to investors harmed by Defendant’s unfair and deceptive
conduct. The Commonwealth also seeks to prevent further harm to consumers by ordering the
registrar for www.CreditCoin.cc, Gname.com Pte. Ltd., to cease the operation of CreditCoin’s
website and directing the registrar not to allow a transfer of these domains to another registrar.

38. . The Common\;vcalth also seeks a final judgment: (a) permanently enjoining the
Defendant from engaging in acts, practices, and courses of business alleged herein pursuant to

G.L. c. 93A, § 5; (b) ordering Defendants to disgorge their ill-gotten gains and pay prejudgment

11



interest thereon; and (c) imposing civil money penalties on Defendants pursuant to G.L. c. 93A,

§2.

Dated: August 18, 2023

Respectfully Submitted,

COMMON OF MASSACHUSETTS
ANDREA CA ELL, ATTORNEY GENERAL

Lilia DuEois ~
Assistant Attormmey General
Office of the Attorney General
One Ashburton Place, 18" Floor
Boston, MA 02108

Tel. (857) 276-3358
Lilia.duboisdmass.gov
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